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Address the Most Targeted Attack Vector in Your Organization!

Endpoints and Servers are the most attacked surfaces within an organization. At the same time, adversaries no longer use the traditional
hacking methods once caught by Anti-Virus (since renamed to Endpoint Protection Platforms). EPP provides little visibility and doesn't
provide the protection program you need. Targeted attacks, adversaries, organized crime, and traditional hackers leverage similar
behavior to establish maintained access and then move laterally in an environment. Binary Vision is the next generation of detection

based on attack patterns.

A True Extension of Your Team for Managed Detection & Response

Technology Expertise Process
Detection Security Architects Compromise Assessment
Deception Security Analysts Alerting & Notification
Incident Management Threat Intel Researchers Investigation/Event Triage
Containment Penetration Testers Incident Response
Process Automation Software Engineers Purple-team Support
Machine Learning Infrastructure/Operations Audit Support
Application Control Integration Specialists Program Maturity
Threat Intelligence ,?Aeac#;'g;/rzrogram Leadership .

Threat Hunting

Advanced Features:
PowerShell injection - advanced powershell exploitation methods used both on-disk
and in-memory

Persistence detection - (registry, service, file-writes, abnormal execution, PowerShell
attacks, and more)

Abnormal patterns of behavior - methods for application whitelisting bypasses and other
methods for circumventing detection

Lateral movement detection - ability to detect lateral movement in the network
Golden Ticket detection around persistence hook methods in the network
Centralized updating ensures continual support and latest attack pattern understanding

Continuously monitors command and control (C2) detection - behavior around C2
instances and connections to malicious systems

Centralized reviews of event logs and pattern attacks within log analysis
Deception to protect operations technology (OT) and Internet of Things (loT)
Real-time detection of indicators of compromise (loCs) within an organization
Honeypot creation turns every endpoint into an active honeypot sensor

Active hunt teaming capabilities looking for existing compromises on systems
Application whitelisting and control for cloud protection

Binary Defense
Vision Highlights:

Installed in minutes
with zero user impact

Over 219,023,388 events
analyzed per day

4,987 intrusions
prevented (on average)
every single day

Instant visibility and
protection across an
entire enterprise

Created by understanding
the attacker mindset and
behavior

Deployed on hundreds
of thousands of endpoints
across the globe

Specifications: Vision employs
a "nano” agent that only uses:

32 megs of RAM
0.1 CPU Usage
3 MB per asset

Supported Endpoints:
Windows 7, Windows 8, and
Windows 10, OS X, Linux

Supported Servers: Server 2008
R2 or greater (Server 2008 R2,
2012, 2016)

System Requirements: 200MB
of free disk space 70MB of RAM

Network Requirements: HTTPS
(443) to central BDS Vision Server

Deployment: Deployed via MSI
and uses with GPO or SCCM



